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Implementation of the risk-based approach in accordance with the 
4th EU Anti-Money Laundering Directive
Client risk rating as a key element of the risk-based KYC process
A guest contribution by Dr. Burkhard Eisele
The 4th EU Anti-Money Laundering Directive (4th EU AMLD) became effective in
June 2017. Intended to prevent the use of
the financial system for money laundering or terrorist financing purposes, the
4th EU AMLD states that financial institutions must evaluate their clients as part
of the Know Your Customer (KYC) process
by means of a risk-based approach.

to the frequency at which a client must
be reevaluated.

Recital 22 of the 4th EU AMLD states that
“... a holistic, risk-based approach should
be used. … It involves the use of evidencebased decision-making in order to target
the risks of money laundering and terrorist financing … more effectively.”
The scope of the risk-based approach
is defined in Article 14 (5) of the 4th EU
AMLD: “Member States shall require
that obliged entities apply the customer
due diligence measures not only to all
new customers but also at appropriate
times to existing customers on a risksensitive basis, including at times when
the relevant circumstances of a cus-

The client risk rating is a key element in the risk-based approach according to the 4th EU
Anti-Money Laundering Directive.
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tomer change.” In this context, the term
“appropriate times” does not refer to a
transitional period needed for compre-

hensive implementation of the risk-based
approach for existing clients, but rather

Concerning the KYC process, the riskbased approach must be applied in the
following three cases:
zz During client onboarding to determine
the money laundering risk of potential
new clients prior to the signing of a
contract
zz During regular review to periodically
determine the money laundering risk
of existing clients based on the risk
classifications “high risk,” “medium
risk” or “low risk”
zz In case of an event-driven review, it is
necessary to run an ad hoc evaluation
of the money laundering risk of existing clients whenever exogenous or
endogenous events occur
Almost two years after the 4th EU AMLD
became effective, many financial institutions still do not use proper methodolo–>
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gies in this process and fail to comprehensively utilize the risk-based approach.

Methodological approach for the client
onboarding process

Risk types and factors indicating potentially higher risk

The client risk rating is an integral part
of the client onboarding process and
therefore a key element of the risk-based
approach. The client risk rating methodology leverages the risk-scoring model and
ensures a risk-adequate and client-specific assessment of the money laundering
risk.

In addition to risk factors that need
to be determined individually by each
institution (for example, on the basis of
an institution’s specific business model),
Article 8 of the 4th EU AMLD provides a
non-exhaustive list of risk factors and risk
types that need to be taken into account
for the client risk rating: “Member States
shall ensure that obliged entities take
appropriate steps to identify and assess
the risks of money laundering and terrorist financing, taking into account risk
factors including those relating to their
customers, countries or geographic areas,
products, services, transactions or delivery
channels. Those steps shall be proportionate to the nature and size of the obliged
entities.”
These risk factors are specified in Annex
II to the 4th EU AMLD (“factors and types
of evidence of potentially lower risk”)
and Annex III to the 4th EU AMLD (“factors and types of evidence of potentially
higher risk”; Figure 1).

Risk types and factors according to Annex III to the 4th EU AMLD
Risk type

The business relationship is conducted in unusual circumstances
Customers that are resident in geographical areas of higher risk as set out
in point (3)
(1) Customer risk factors

As part of the client onboarding process, information is collected about the
sources of funds, the purpose of the
business relationship and the beneficial
owner. This collection of information is
performed as a new client is identified
and legitimized. The risk scoring model
uses this information alongside the previously mentioned risk factors to determine
the client risk rating, which results from
(a) the initial risk rating and (b) what are
known as the “prohibitive risk factors.”

–>

Legal persons or arrangements that are personal asset-holding vehicles
Companies that have nominee shareholders or shares in bearer form
Businesses that are cash intensive

A suitable methodology for a risk-based
KYC approach within the client onboarding process is described in the following
section.
Calculation of the client risk rating

Risk factor

The ownership structure of the company appears unusual or excessively
complex given the nature of the company's business
Private banking
Products or transactions that might favour anonymity
(2) Product, service,
transaction or delivery
channel risk factors

Non-face-to-face business relationships or transactions, without certain
safeguards, such as electronic signatures
Payment received from unknown or unassociated third parties
New products and new business practices, including new delivery
mechanism, and the use of new or developing technologies for both new
and pre-existing products
Without prejudice to Article 9, countries identified by credible sources,
such as mutual evaluations, detailed assessment reports or published
follow-up reports, as not having effective AML/CFT systems

(3) Geographical risk
factors

Countries identified by credible sources as having significant levels of
corruption or other criminal activity
Countries subject to sanctions, embargos or similar measures issued by,
for example, the European Union or the United Nations
Countries providing funding or support for terrorist activities, or that have
designated terrorist organizations operating within their country

Figure 1: Factors and types of evidence of potentially higher risk
(Annex III to the 4th EU AMLD)
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Initial risk score

Initial client risk rating

0 to 30

Low risk

> 30 to 60

Medium risk

> 60 to 100

High risk

Table 1: Initial risk score matrix for initial client risk rating

Determination of the client risk rating

Data gathering

Risk determination

Initial client risk score

Entity risk
Industry risk
Transaction risk
Channel risk

High risk
Medium risk
Low risk

Country risk
Institution specific risk

Determination of prohibitive risk factors

Prohibitive risk factors

High risk

Politically exposed person
Negative news
Sanctions and embargo Llst
Other

Figure 2: Determination of the client risk rating.

zz the occurrence of adverse information

To determine the client risk rating, all the
information collected during the client
onboarding process needs to be evaluated; specific KYC data and client documents will be assessed as risk factor input
and stored in the KYC workflow system.

zz identification of activities and trans-

The risk scoring model calculates risk factor values and determines the weighted
risk score using an econometric model.

Risk factors
Product risk

Initial client risk rating

High risk
Medium risk

Low risk

The outcome of this step is the initial
risk score, which is expressed as a value
from 0 to 100. Afterward, the risk score
is converted into one of the three risk
classifications: “low risk,” “medium risk” or
“high risk.” (Table 1)
Prohibitive risk factors
The initial client risk rating provides the
basis for the final client risk rating. The
following section focuses on prohibitive
risk factors.
Prohibitive risk factors are:
zz the existence of a PEP (politically exposed person) flag (according to Article
3 (9) of the 4th EU AMLD, a “politically
exposed person is a natural person
who is or who has been entrusted with
prominent public functions”),

(“negative news”) and

actions related to sanctioned and/or
embargoed countries.

If one of the prohibitive risk factors is
applicable, the final client risk rating automatically shifts to high and the initial
client risk rating will be overruled. If no
prohibitive factor is applicable, the final
client risk rating is the same as the initial
client risk rating. (Figure 2).
Client acceptance and consultation process for high-risk clients
As part of the onboarding process, the
client risk rating is a key element used to
determine whether client management
(the first line of defense) and the compliance function (the second line of defense)
need apply the simplified or enhanced
level of customer due diligence.
According to the 4th EU AMLD, financial
institutions need to take risk factors “into
consideration and [take the applicable
measures] in situations where enhanced
customer due diligence measures are appropriate. Specific account shall be taken
of the nature and size of the business,
and, where appropriate and proportion–>
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ate, specific measures shall be laid down”
(Article 18 [4]).
Simplified customer due diligence is
to be performed for customers with a
client risk rating of low or medium; in
such cases, no explicit involvement of the
compliance function is needed for client
acceptance as part of the onboarding
process.
Clients who are rated high risk according
to the client risk rating must be handed
over to the compliance function for the
final decision. In the consultation process,
the compliance risk exposure associated
with the client will be evaluated, and
a joint decision will be made by client
management (the first line of defense)
and the compliance function (the second
line of defense). The potential client then
receives unconditional acceptance, conditional acceptance or no acceptance.
Regular review
As already indicated, Article 14 (5) of the
4th EU AMLD states that financial institutions must reevaluate existing clients
within an appropriate timeframe. The
criterion for the frequency of this regular
review is the client’s current risk rating.
The review of clients and the reevaluation

of the client risk rating are performed at
three typical frequencies:
zz Low-risk clients: reevaluation of client
risk rating every five years
zz Medium-risk clients: reevaluation of
client risk rating every two years
zz High-risk clients: reevaluation of client
risk rating annually
This ensures a client’s risk rating is always
up to date.
Ideally, regular reviews should not be performed at the same time for all clients in
the same risk classification group; rather,
the reviews should be distributed over
the entire reevaluation cycle.
Event-driven review
In addition to the reevaluation of a client
during regular review, clients must be
reevaluated immediately if any change
in exogenous or endogenous factors
indicates an increased compliance risk. A
client’s compliance risk can increase as a
result of:
zz changes to the country risk list according to the Corruption Perceptions
Index (CPI),
zz appearance on a sanction list or embargo list,
zz change in the risk classification of
industries by the AMLD,

zz occurrence of a PEP or

zz significant increase in the client’s

transaction volume.

Event-driven review ensures that all clients whose compliance risk increases due
to their exogenous or endogenous factors
are monitored at the enhanced level of
customer due diligence. Similarly, this review ensures that a decreased risk results
in application of the simplified level of
customer due diligence. If this response
to a decrease in risk is neglected, the cohort of clients under enhanced customer
due diligence will accumulate over time.
Integrated KYC platform and client risk
rating
A high-quality client risk rating can be
achieved by implementing an appropriate
workflow system. An integrated digital
KYC platform supports client management representatives in the collection of
client data, evaluation of risk factors and
calculation of client risk ratings during
the onboarding process.
At the same time, an integrated KYC
platform significantly improves the efficiency of the regular review process. The
workflow system automatically generates client dossiers for review based on
the recorded reevaluation dates. Ideally,

information about exogenous factors is
also automatically submitted as a result
of queries sent to external data sources.
As part of event-driven review, the
workflow system identifies those client
dossiers for which changes in exogenous
or endogenous factors may have an
impact on the client risk score and client
risk rating.
Leveraging the fast progress of technology (big data, artificial intelligence, etc.),
some leading institutions are currently
considering performing a daily client risk
rating procedure for all existing customers in an overnight batch run. In such
cases, regular review and event-driven
review converge, as an up-to-date risk
assessment is conducted for all clients
every day.
However, it is important that experienced
client managers and compliance experts
still actively monitor high-risk cases.
This ensures that changes to a client’s
risk profile can be captured even if these
changes are not encapsulated in public
information and thus not automatically
recognized by the workflow system.
For medium- and low-risk clients, usually
sample-based monitoring of client data is
adequate if the workflow system can –>
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flag client dossiers as complete in the
automated assessment.
Summary and outlook
The client risk rating is a key element
in the risk-based approach according to the 4th EU Money Laundering
Directive.
In the risk-based approach, for the first
time, money laundering and terrorist financing risks are consistently
reflected by means of a comprehensive
methodology.
Depending on the client risk rating
of a potential new or existing client,
financial institutions need to comply
with different customer due diligence
requirements. However, an adequate
risk-based approach entails more than
just regular reevaluation of existing
clients by means of regular and eventdriven reviews.
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It is also important that the risk
scoring model continuously generates highly precise client risk ratings.
Therefore, the client risk rating model
itself needs to be reviewed frequently
by back testing the risk scoring model
methodology. When necessary, recalibration of this methodology is a crucial
prerequisite for a reliable risk-based
approach.
Consistent rollout of the client risk rating in financial institutions – especially
those with complex group structures –
and integration of the model into a
workflow-based, integrated compliance platform will certainly bring challenges in the upcoming years. <–
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